CQIVET Il

License Server
Administration Guide

September 30, 2020

Center for Advanced Decision Support

for Water and Environmental Systems
UNIVERSITY OF COLORADO BOULDER

These documents are copyrighted by the Regents of the University of Colorado. No part of this document
may be reproduced, stored in a retrieval system, or transmitted in any form or by any means electronic,
mechanical, recording or otherwise without the prior written consent of The University of Colorado. All
rights are reserved by The University of Colorado.

The University of Colorado makes no warranty of any kind with respect to the completeness or accuracy
of this document. The University of Colorado may make improvements and/or changes in the product(s)
and/or programs described within this document at any time and without notice.







Contents

Preface ©00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000 V

ADOUL ThiS GUIAE.....uuueeiiiiirreniicsisnniessssnricssssansecsssssssessssssssessssssssssssssssssssssassssssssssssssssssssssssnans A
Related DOCUMENTALION .......eeeiiiviiieiiiee ettt et eete e et e e et e e e eeateeeeaaeeeeetseeeeesseeeeraeeens \4
Support INfOrmAation .......eeeeeeieeiiieniennneniennnecsessssesssessssesssesssssssssssssssssasssssssssssssssssasssses v
About the RiverWare LICENSE SEIVET .......vcciiiecciiiennnseesresssssscsssssssssssssssssssssssssns 1
FIoAting LiCeNSEeS . uuiiiciissenicssssnrecsssssnressssnsssssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssss 1
LiCenSe SErVEr PrOCESSES c...ueieereresrricssricssaricsssnessssnesssssessssesssssosssssosssssosssssssssssssssssssssssssssses 1
Port Number ASSISNIMENLES ......ciccrivreriessssnrecssssssssssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssss 2
RiverWare License Certificate File.....couiiiiinnniicnisrniicsssseniccsssnsicsssssnsessssassssssssssssssssassens 2
Installing the LiCeNnSe SEIVEr ....ccciiiiiiiiiiiiiininnnnnnnsnsssssssssssssssssssssssssssssssssssssssssssssss 4
Download the RiverWare License Server Files......iiiiciiiiinnnneeeiicccssssssssesseseccsssssssasses 4
Install the RiverWare License Server Files .......iciiiciinrnniccnssnnicssssnnnecssssasscsssssssscsssnssens 5
Assign License Server Port NUMDEIS.....uiiiiiiiiniiiisiicssninsnnnisssncsssnesssncssssecssssscssssscsssees 5
Start the License Server From a Command Prompt Window .........ceeievveicinneicssnnccsnneces 6

rIm CommANd SYNEAX ..ceeeieeiirniecssssnnncsssssnresssssssssssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssss 7

Monitoring the LICENSE SEIrVer ...ccccciiiiiiiiiienieiesesssnssssssssssssssssssssssssssssssssssssssssssss O

Start the License Server Administration ToolS ...........coueueineenseiisenseenseensseecsnnsseccseeennees 8
Display RiverWare License Server Status......ceeieeieeisnecssensssenseesssecssessssesssessssesssssssasssss 9
Sample Status Displays for Floating and Roaming Licenses...........cceceveerienieneenennennieenenne 12

View the License Server Debug L0g.....ccuiiinirnriiciirsnriccsssnnicssssanressssasssssssssssssssssssssssnnss 13
Administering the License Server as a ServicCe.....ccccceeeeereeeeeeeecececceceeceecceceeceeeee 15
Install the RLIM SeIVICE c.cciveeiiueisseiisnnisseensnensncsssecssnssssesssessssessssssssssssassssesssassssssssasssssssssses 15
Start the RLM Service Manually ....ccceeiecccnvniccnsssnnicssssnnecssssssssssssssssssssssssesssssssssssssssssssans 16
Display the Status of the RLIM ServicCe......ccciiiivrccssercsssnrcssssncsssrcssssssssssssssssssssssssssssssens 17
StOP the RLIM SEIVICE ..cccccrveriicsisnriesssssnrecsssssssessssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssss 17
Delete the RLIM SEIVICE.....ciuiiniiireicsensseeisnensnnsssecssnssssesssessssesssessssesssassssesssassssssssasssssssssses 18
Shutting Down the LiCense SeIrVer ......iiiiiiiiiiiiissnnnneeiicccississssnnseeeeecccsssssssnnnns 18
Shut Down the RiverWare License Server From the RLM Administration Tools........ 18
Shut Down the RiverWare License Server From a Command Prompt Window .......... 21
Shut Down the RLM LiCeNSe SEIVET ....uuuiicvveriirsrisssrnisiencssnrcssssncssssncssssscssssssssssssssssssssees 22
Floating and Roaming License OpPerations ......ccccceeeeeeeersesscssssssssssssssssssssssssssnes 22
How RiverWare Obtains and Retains a Floating LiCense .........ccceevuerercuercssnercssneccssenccnnns 22
How Roaming Licenses WorK.......icueiciniicisninssnicssnncssssncssssncsssnssssssssssssssssssssssssssssssssns 23

RiverWare License Server Administration Guide iii



RiverWare License Server Administration Guide



Preface

Note: This guide applies to RiverWare version 6.x and later.

About This Guide

This guide is for RiverWare license server administrators. It describes how to install, configure, and
monitor the RiverWare floating license server on a Windows host.

Related Documentation

RiverWare documentation is available at the RiverWare site:

riverware.org
RiverWare Installation and License User’s Guide

For RiverWare users. It describes how to install RiverWare on a Windows computer and how to start
RiverWare using a node-locked license, floating license, or license dongle.

RIM License Administration Manual

For RiverWare license server administrators. This guide is published by Reprise Software, and it
provides generic information about configuring and managing the RLM License Server. Some
information in this guide may not apply to the RiverWare license server. Available at the following
site:

http://www.reprisesoftware.com/admin/software-licensing.php

Support Information
For help with RiverWare installation and licensing, email RiverWare Installation Support.

installsupport@colorado.edu

After RiverWare is successfully installed, for help-desk type support, email RiverWare Technical Support.

riverware-support@colorado.edu

Support time can be purchased from CADSWES. See the RiverWare licensing page for more information.

http://riverware.org/riverware/LicensingRW/index.html
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About the RiverWare License Server

Note: Starting with RiverWare 8.0, 32-bit support for the RiverWare application and the
RiverWare RLM license server has been discontinued.

Floating Licenses

A RiverWare floating license is a network license that allows one or more computers connected to a
network to share from a pool of available licenses managed by a license server. To obtain a floating
license, the user’s computer must be connected to the same network as the license server.

The maximum number of licenses, or seats, in the pool is defined in the license certificate file provided
by RiverWare Installation Support. Each license seat allows a user to run any number of RiverWare
instances on their computer.

When a user closes all instances of RiverWare on their computer, the floating license is returned to the
license pool and becomes available for another user. See How RiverWare Obtains and Retains a Floating
License on page 22 for details.

A RiverWare roaming license is a special instance of a floating license that has been checked out from the
license pool to a specific computer that will be disconnected from the network. The roaming license
allows a user to run RiverWare on that computer while not connected to a network, and it is valid for a
specified number of days, up to 30.

When the roaming license expires or is manually checked in by the user, it is returned to the license pool
and can be served to another user as a floating license. See How Roaming Licenses Work on page 23 for
details.

License Server Processes

Note: It is strongly recommended that the license server be installed on a computer that does
not run the RiverWare application. The license server uses very little CPU time and memory;
therefore, the computer does not need to be powerful, and it can also run other applications
and services, as necessary.

RiverWare floating licenses are managed by the license server, which is installed on the license server
host. The license server receives license requests over TCP/IP from the RiverWare application running on
client computers. The license server includes the following processes.

RLM license server

This is the generic license server that starts and administers the RiverWare license server process. This
server is assigned the name “rlm”, and this name should not be changed.

The RLM license server listens on its assigned port for license requests from the RiverWare
application and directs them to the RiverWare license server.

It also initiates a reread of the RiverWare license files at midnight local time every night to ensure all
licenses are valid and current.
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RiverWare license server

This is the RiverWare-specific license server that provides RiverWare license key validation and
authorizes and tracks floating and roaming license usage. This server is assigned the name “cadswes”,
and the name cannot be changed.

When the RiverWare license server receives a license request from RiverWare, it verifies the license
file on the client computer and assigns it a license if one is available.

Periodically, RiverWare contacts the license server to verify the floating license in use is still valid.
Therefore, to run RiverWare with a floating license, client computers must have continual network
access to the license server.

RLM web server

The RLM web server is an embedded web server that provides the RLM Web Server Administration
tools. These tools allow you to view and administer the license server from any computer on your
network. The web server is started automatically by the RLM license server.

Port Number Assignments

To obtain floating licenses, RiverWare clients must communicate with both the RLM server and the
RiverWare license server processes on their assigned ports. If your organization has an internal firewall,
you must ensure these ports are accessible to RiverWare clients on the network. If the firewall requires the
use of specific ports, you can specify those assignments; see Assign License Server Port Numbers on
page 5 for details.

Note: See your network administrator for assistance with port number assignments.

Table 1. provides details about the default port numbers.

Table 1. Server port number assignments

Process Protocol Default Port How to Assign a Different Port
Number

RLM license server TCP/IP 5053 HOST line in the cadswes.lic license
certificate file

RiverWare license server; assigned TCP/IP random ISV line in the cadswes.lic license

automatically by the RLM server available port certificate file

RLM embedded web server for the HTTP 5054 -ws argument on the rilm command

RLM Administration Tools

RiverWare License Certificate File

The RiverWare license certificate file specifies the configuration of the RiverWare license server and all
license rights granted to your organization. RiverWare Installation Support emails the file to you upon
request. The license certificate file is a simple ASCII text file with the name “cadswes.lic”; it is
recommended that this file name be preserved.

Note: Beginning March 1, 2012, all RiverWare floating license certificate files are issued
with the roaming capability enabled. If your license certificate file was issued before
March 1, 2012, e-mail RiverWare Installation Support to request a new one:
installsupport@colorado.edu
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Figure 1. shows a sample license certificate file as delivered from RiverWare Installation Support. This
sample license provides authorization for RiverWare floating and roaming licenses.

Figure 1. Sample cadswes.lic license certificate file

I S isiiddaa e s s e S S R e e et s R PR RS e

Issue Date : T/30/20Z20

2 # University of Colorado Boulder
# Center for Advanced Decision Support for Water and
# Environmental Systems (CADSWES)

(1) S

& # User name : Hermione

7 # Host ID : MYSERVERHOST disksn=DB4E2 OE 05052F 70 2ZE2443 0D 000000 _00.1
#
#

oo

10 HOST MYSERVERHOST disksn= DBE4EZ CQE 05052F 70 _2Ez2443 0D 000000 _00.1
11 ISV cadswes
12 LICENSE cadswes riverware 100.0 3l-mar-2021 3 share=uh issuer=CADSWES
13 customer=MYORGANIZATION ck=64d8eeTdéc sig="60PG454033GECWHI1EANEXGEBD
‘, 14 UTDEKABC1233XMFUSUZHDEPXERE6AH4ST TWADVEYMY1GGE™
15 LICENSE cadswes rlm roam 100.0 31-mar-202]1 uncounted hostid=ANY
_ck=43123c2561 sig="7T89123TEPAHSSHEYABGS4NMDERELSGSIJRNTWO22MODAT30
1 2395ABC55TSTEXEEBOCEEMSH] 3KAGT

1 &

18 #
15 $# CADSWES, University of Colorado Boulder
20 # 1777 Exposition Dr. Suite 113
21 $# 421 UCB
22 # Boulder, CO B80301-2628
2 # U.5.4.
" 2 $ nttps://www.colorado.edu/cadswes/
25 $# https://www.riverware.org/
26 # License/Install support: installsupport@colorado.edu
27 # Technical support i riverware-support@colorado.edu
28 $ RiverWare is a trademarked name.
R $# Copyright (C) 1997-2020 University of Colorado Boulder,
0 # BR1l rights reserved.
— N S E e e e e E S EE R E e S S F E S E TS
Item Description Changes Allowed
1 Comment lines providing descriptive information You can change these lines as needed; they do
about the license. not affect the license key.
2 HOST line. Specifies the host name and host ID of | Following are the only changes allowed on this
the license server host. line; any other changes will invalidate the license.

e |f the RLM license server does not use the
default port number, you can specify the port
number to use; see Assign License Server Port
Numbers on page 5 for details.

e If the license server host is assigned a new
host name, you can update the host name on
this line; the host name on this line must match
the name assigned to the host.

3 ISV line. Specifies the name of the RiverWare Following is the only change allowed on this line;
license server. This is always “cadswes” and any other changes will invalidate the license.
should not be changed. e If the RiverWare license server does not use

the default port number, you can specify the
port number to use; see Assign License Server
Port Numbers on page 5 for details.
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Item Description Changes Allowed

4 LICENSE lines. Specifies the license rights granted | Any changes to these lines will invalidate the
to your organization. license.

Installing the License Server

Before performing these procedures, locate the following information, which you should have received
from RiverWare Installation Support:

e License certificate file for your organization; see RiverWare License Certificate File on page 2.

e Login information for the RiverWare installation download

Note: Depending on access restrictions at your site, you may need Windows Administrator
privileges to perform these procedures or to write to some folders.

Download the RiverWare License Server Files

Note: It is recommended to always use the latest license server files to run the RiverWare
license server.

Use this procedure to download the RiverWare license server files as part of the regular installation of
RiverWare 6.x or later.

1. Log in to the license server host, as Windows Administrator if necessary.
2. Open a web browser and go to the RiverWare download site:

http://cadswes2.colorado.edu/downloads/riverware/releases/index.html

3. In the “Current RiverWare Releases” section, select the version of RiverWare to download.

4. In the Authentication Required dialog box, enter the User Name and Password provided by
RiverWare Installation Support.

5. In the Download dialog box, select the Save File option, then OK.

6. In the File Chooser dialog box, enter or navigate to the location where you want to save the file, then
select Save.

The RiverWare installer .zip file is downloaded to the host in the designated location. For example:
C:\Downloads\RiverWare81setup.exe

7. Run the RiverWare installation program to install RiverWare on the host. For complete details, see the
RiverWare Installation and License User’s Guide on the RiverWare site.

WWW.TIVerware.org/users

When the installation completes, the license server files are included in the LMrlm\ subfolder of the
RiverWare installation folder. For example:

C:\Program Files\CADSWES\RiverWare 8.1\LMrlm\

RiverWare License Server Administration Guide 4


http://cadswes2.colorado.edu/downloads/riverware/releases/index.html
http://www.riverware.org/users

Install the RiverWare License Server Files

Use this procedure to install the RiverWare license server files on the license server host. This procedure
is required before you can start the license server.

1.
2.

Log in to the license server host, as Windows Administrator if necessary.
Create the RiverWare license server folder on a local drive. For example:

C:\rwlicserver\

. Optionally, create a subfolder for the license server logs. The user name that starts the license server

must have write permission to this folder. For example:

C:\rwlicserver\logs\

. Locate the license server files in the LMrlm\ subfolder of the RiverWare installation folder. For

example:

C:\Program Files\CADSWES\RiverWare 8.1\LMrlm\

. Copy or extract the all the files to the RiverWare license server folder created in Step 2.

Locate the license certificate file, cadswes.lic, you received from RiverWare Installation Support.
Move it to the license server folder created in Step 2.

Verify the contents of the license server folder, as follows:

- cadswes.lic—license certificate file for your organization

- cadswes.set—custom license server for RiverWare

- rlm.exe—generic RLM license server

- rlm.opt—options file controlling aspects of RiverWare operation

- rlmutil.exe—RLM utilities

. Proceed as follows:

- If you must assign specific port numbers for the license server processes, proceed to Assign
License Server Port Numbers, below.

- If you will use the default port number assignments, you can start the license server and verify the
configuration. See Start the License Server From a Command Prompt Window on page 6 for
details.

Assign License Server Port Numbers

Note: This procedure should be performed only if your organization’s firewall configuration
requires port number assignments; see Port Number Assignments on page 2 for details about
the default assignments.

Use this procedure to assign specific port numbers for the RLM server and RiverWare license server
processes.

Note: See your network administrator for assistance with port number assignments.

Note: Optionally, you can specify a different port number for the embedded web server
when you start the license server; see Start the License Server From a Command Prompt
Window on page 6 for details.
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. Make a copy of the cadswes.lic license certificate file, in case you make an error and need to restore

the original.
Open the cadswes.lic file in a text editor, such as Notepad.

Modify the file as follows.

Caution: Take care to make only the changes specified. Any other changes will invalidate
the license certificate. See RiverWare License Certificate File on page 2 for details about the
file format and the changes you can make.

a. To configure the RLM server to start on a specific port, add the port number to the HOST line, as
follows:

HOST hostname hostid port_number

For example:
HOST rwserver 123456ABCDEF 8080

b. To configure the RiverWare license server to start on a specific port, add the port number to the
ISV line, as follows:

ISV cadswes port=port_number

For example:
ISV cadswes port=8081
Save the file as an ASCII file and exit.

Caution: Do not save the file in any other format.

Figure 2. License certificate file with port number assignments

1 |############################################################

2 University of Colorado Boulder

# Center for Advanced Decision Support for Water and

4 # Environmental Systems (CRDSWES)

5 #
2 # User name : Hermione
i # Host ID : MYSERVERHOST disksn=DB4E2_ (OE 05052F_70_2E2443 0D 000000 _00.1

# Issue Date : T7/30/2020
i
HOST MYSERVERHOST disksn= DB4E2 OE_05052F_70_2E2443 0D_000000_00.1 8080

1 I5V cadswes port=8081
e LICENSE cadswes riverware 100.0 31l-mar-2021 3 share=uh issuer=CADSWES

customer=MYORGRANIZATION _ck=64d8ee7déc sig="60PG454033GECWHS1ERXEXGEED

14 UTD8KABC1233XMFUSU2HD6PXERGAHASTTHADVEYMY1GG"
15 LICENSE cadswes rlm roam 100.0 31-mar-2021 uncounted hostid=ANY

_ck=43123c2561 sig="7859123T8PAHS5HEYRBE94NMDERE1SGSIJRNTWO22MODAU30

7 2355ABCSS5TSTEXEBBOCEEMSHIZKAGY

#
# CADSWES, University of Colorado Boulder

Start the License Server From a Command Prompt Window

Use this procedure to start the license server from a Command Prompt window on the license server host.
This procedure is useful for performing a quick verification of the license server configuration. It is not
recommended for normal operations, however, because the license server is immediately shut down if the
Command Prompt window is closed. To keep the license server running continuously, install it as a
Windows service; see Administering the License Server as a Service on page 15 for instructions.

1.

RiverWare License Server Administration Guide
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2. Change to the RiverWare license server folder. For example:
cd c:\rwlicserver

3. Start the license server using one of the following commands, depending on whether you need to
assign a port number to the RLM web server. See Port Number Assignments on page 2 for details.

- Use the default port assignment for the RLM embedded web server:
rim -c C:\license file path\cadswes.lic -dlog C:\log file name
- Assign a port to the RLM web server:
rim -c C:\license file path\cadswes.lic -dlog C:\log file name -ws port number
The RLM license server is started. It then starts the RiverWare license server and the RLM web server.

4. You can verify the operation of the license servers using the RLM Administration Tools; see_Display
RiverWare License Server Status on page 9 for details.

Example 1. Sample license server startup commands

Using the default web server port, 5054

C:\Windows\sy 32>C0 CServer

C:\rwlicserver> rlm -c cservericadswes.lic -dlog c:\rwlicserveri\server.log

C:\Windows 32»cd C:\rwlicserver

C:\rwlicserver> rlm -c c:\rwlicserver\cadswes.lic -dlog c:\rwlicserver\server.log -ws 60803

rim Command Syntax

-c license_certificate_file

Required. Full path to the cadswes.lic license certificate file. If no path is specified, the file is assumed
to be in the current folder. The entry must be enclosed in double quotes if it includes blanks.

-dlog log file

Optional. Full path to the server debug log file. If no path is specified, the file is created in the current
folder. To append to an existing log file, use the + prefix; otherwise, the file is overwritten. The entry
must be enclosed in double quotes if it includes blanks.

Note: Both the RLM server and the RiverWare license server write to this file.
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-ws port_number

Optional. Port number for the embedded RLM web server. Default is 5054.

-install_service

Optional. Used to install the RLM server as a Windows service.

-service_name service_name
Optional. User-defined name for the installed service. The entry must be enclosed in double quotes if
it includes blanks. Default is “rlm”.

Note: It is recommended to assign a unique user-defined name to the service so it is easy to
identify.

Monitoring the License Server

The RLM embedded web server provides web-based administrative tools for administering the license
server and monitoring license usage. You can perform these procedures using a web browser on any
computer on your network.

Note: For complete details on using the RLM Web Server Administration tools, see the
“RLM Web Server” chapter in the RLM License Administration manual at the following
site:

http://www.reprisesoftware.com/admin/software-licensing.php

Start the License Server Administration Tools

To start the RLM Web Server Administration tools, open a browser window, and enter the hostname and
port number of the RLM web server. The default web server port is 5054; if the web server was started on
a different port, enter that number.

http://server_hostname: port_number

For example:
http://myserverhost:5054

The RLM License Server Administration page is displayed.
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&« ¢ o © & myserverhost:5054/home.asp oo & Y| | Q Search -

u
Reprise

SOFTWARE

Reprise License Server Administration

Copyright (c) 2006-2017, Reprise Software, Inc. All Rights Reserved.

Logins disabled

RLM License Server Administration, v12.3

RLM
.. . This web interface is an integral part of the rim server.
Administration gratp
Commands If im is started without any parameters, the web interface runs on port 5054,

rim can also be started with the -nows option to disable this web interface.
rim can be started with the -ws port# option to specify another port number.

Choose a command

from the list below This tool allows you to perform status and administration functions on the RLM server.
Choose a command from the list on the left-hand side of the window.

Status
Reprise Software, Inc.
Shutdown 13388 OId Airline Highway
Reread/Restart Servers Paicines, CA 85043
www.reprisesoftware.com
info@reprisesoftware.com

Switch Reportlog

New Report RLM contains software developed by the OpenSSL Project

portiog for use in the OpenSSL Toolkit (hitplwww.openssl.org)
Switch Debuglog Copyright (c) 1998-2008 The OpenSSL Project. All rights reserved.
Copyright (c) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

Edit License Files

| Webserver Copyright (c) 2006-2017 GoAhead Software, Inc. All Rights Reserved.

| Activate License hitp:#lembedthis.comigoahead

_ - goahead
| Diagnostics | WEBSERVER
RLM Manual...
System Info
About...

Display RiverWare License Server Status

Use this procedure to display the current status of the RiverWare license server and license usage.

1. Open a web browser and start the RLM Administration Tools. For example:
http://myserverhost:5054

2. In the menu bar, select Status.

The screen displays summary status information for all active license servers on the server host.
“cadswes” is the RiverWare license server.
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.
Reprise

SOFTWARE
Copyright (c) 2006-2017, Reprise Software, Inc. All Rights Reserved.

Reprise License Server Administration

Logins disabled
Status for “rim” on MYSERVERHOST (port 5053)

RLM
Administration
Commands RLM software version v12.3 (build:3)
RLM comm version V12
Choose a command debug log file crwlicserver\Startup.log
from the list below - — -
license files cirwlicservericadswes lic

Status

rim Statistics| Since Start | Since Midnight Recent
Shutdown Starttime |07/31 08:56:51 | 07/31 08:56:52 | 07/31 09:57:51
Reread/Restart Servers Messages 0 (0isec) 0 (0isec) 0 (0/sec)
Connections 0 (0/sec) 0 (/sec) 0 (0isec)
Switch Reportlog
New Reportlog EDIT rim Options
Switch Debuglog SHOW rim Debug Log
Edit License Files
1SV
Servers
Actvalelhoenss Server License
Name | port |Running |Restarts Debug Log REREAD OPTIONS TRANSFER | SHUTDOWN | ACTIVATE

Status Usage
Diagnostics
II cadswes |52815] Yes V] cad cad cad cad cad cad cad cad

RLM Manual...

System Info

About...

3. To display current status of the RiverWare license pool, select cadswes in the Server Status column.

License pool summary information is displayed in the License pool status section. See Sample Status
Displays for Floating and Roaming Licenses on page 12 for annotated examples.
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.
Reprise

SOFTWARE

Reprise License Server Administration

Copyright (c) 2006-2017, Reprise Software, Inc. All Rights Reserved.

Logins disabled

RLM ISV cadswes status on MYSERVERHOST (port 50731)
Administration
Commands cadswes software version |w12.3 (build:3)
cadswes comm version V1.2
Choose a command
from the list below debug logfile _stdout
report log file _nfa_
Status
cadswes Statistics Since Start | Since Midnight Recent
Shutdown
Start Time 07/3112:30:10 07/31 12:30:12 | 07/31 12:30:12
Reread/Restart Servers
Messages 2 (2/sec) 2 (2lsec) 2 (2/sec)
Switch Reportl Connections 1(1/sec) 1(1sec) 1(1/sec)
New Repo Checkouts 0 (0/sec) 0 (0/sec) 0 (sec)
Denials 0 (0isec) 0 (0isec) 0 (Disec)
Switch Debuglog
License Removals 0 (Oisec) 0 (Disec) 0 (Oisec)
Edit License Files -
Current Connections 0
| ActivateLicense |
| Diagnostics | License pool status
RLM Manual... Product |Pool| Ver Expires count soft lim | inuse | res | hostid | timeout share checkouts | Show Usage
SEEDTD mverware | 1 [100.0]31-mar2021| 3 3 1 ]o 0 |usergHost| 43 usage...
About...
rm_roam| 2 |100.0|31-mar-2021 | Uncounted 0 0 0| ANY v] MNone 0 usage...

Enterlicense password to select license results. Only licenses with
matching passwords (or with no passwords) will be displayed above.

License Password:

Refresh

BACK

4. To display details for the floating license pool, select usage in the riverware row of the license pool
status section.

The page displays details about all licenses in use. If no licenses are in use, the following message is
displayed.

No Licenses in use for ISV cadswes for product riverware, user[any], host[any]
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Reprlse

SOFTWARE

Reprise License Server Administration

Copyright (c) 2006-2017, Reprise Software, Inc. All Rights Reserved.

Logins disabled

RLM
Administration
Commands

Choose a command
from the list below

Status

Shutdown

Reread/Restart Servers

License status for ISV cadswes

Product | Pool | Ver user host PID |reqver|#lic|#res| Outtime |[Click to REMOVE
[riverware 1 |100.0] usert hermione |10628| 8.1 1 0 |07/3115:00 Remove
Refresh
Back

Sample Status Displays for Floating and Roaming Licenses

Example 2. Floating license summary and detail views

Summary display shows 3 floating licenses in the pool, 1 is currently in use, and 43 total license
checkouts have been performed since the RiverWare license server was last started.

License pool status

Product |Pool| Ver Expires count soft lim | inuse | res | hostid | timeout share checkouts | Show Usage
riverware | 1 [100.0|21-mar-2021 [ 3 3 1 o 0 |useraHost| 43 ] usage...
rim_roam| 2 |100.0]31-mar-2021 | Uncounted 0 0| AMY 0 Mone 0 usage...

Detail view shows 1 floating license for RiverWare version 8.1 is in use by userl.

License status for ISV cadswes

Product | Pool

Ver

user

host

PID

req

ver

#lic

#res

Out

time

Click to REMOVE

riverware| 1

100.0

user

hermiane

10628| &

.1

073

15:00

Remove

Example 3. Roaming license summary and detail views

Before a roaming license is checked out, the summary display shows 5 seats in the license pool.
2 floating licenses are in use, none of which is roaming.

License pool status

iProclucI! Pl:mll Wier | Expires | count :ﬂd‘!llm i |c:.|hn:|3d |I:|m¢|:|ul shafe |Ira|1:-atl!||:|n: Shiw Lcense Usugr.-l

[ mversare

|1wa|31-ue».zm| El

!rs-n_rl}am 2 |1a|3|:||[31-uec-zm IL-'ﬂ-:l:u..ﬂleﬂ ] m | o |M‘r

5

B]E
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Detail display shows floating licenses are in use by user2 and user3.

License status for ISV cadswes

— 1
_Product |Po|:|l | Ver | wser | host =1] |req VEer ?sTl# res | Out time iCichr.I!u REMOVE |

1 |1I:|4:|13§user2

INervare

blugdal Jdlll-i[ 8.1 | 1 | 0 |o.m315 0o : Hamaue] |
|

riverware | 1 |1ﬂﬂD;u5er3|ha.gri:I 51-IE| g1 || 1 | 0 [DI.':’315EI?

| Remove |

After user2 checks out a roaming license, the summary display still shows 5 seats in the license
pool. 2 licenses are in use, 1 of which is roaming.

Liceanse pool status
Product |Pool | Ver Expires count | sodt Bm |inuse res |roam | hostid | timeout | share |(iremsactions | Show License Lisage
riverware | 1 [100.0 | 31-gec-2020 5 ] fEI 0 |mone | 1 usage... |
fm_roam | 2 | 10000 | 31-gec-2020 || Uncowniad 0 1] o o ANY 0 Hone ] usage...

Detail display shows 1 roaming license checked out to user2 on 02/23 at 15:08 and expiring on
02/26 at 00:00.

License status for ISV cadswes

[ Product | Posi | Ver | user | host | PID |mnar #1ic |§ra5 Out time ||n {hold) time | Click to REMOVE

|lr'.'emlare 1

100.0 fuser2 [biveden | 0 [21 | 1 | o [02n31508] 02260000 || [ Remove |

[rr-rem-are 1 Im:lu user? [ hagrid 4952|a_1 1 | 0 uzanum[ Mone | Remove |

View the License Server Debug Log

Use this procedure to display the license server debug log, which provides details about license server
operation and errors.

1. Start the RLM Administration Tools; see Start the License Server Administration Tools on page 8 for
details.

2. In the menu bar, select Status.
The screen displays summary status information for all active license servers on the server host.
3. To display the debug log for the RLM server, select SHOW rim Debug Log in the “rlm” section.
The last 20 lines of the debug log is displayed.
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<« ¢ o @ £ nancyhome:5054/home.asp - &P Q 5> & =

.
Reprise

SOFTWARE

Reprise License Server Administration

Copyright {c) 2006-2017, Reprise Software, Inc. All Rights Reserved.

Logins disabled
Recent Debug Log Entries

R RLM Debug Log, last 20 |
Administration RLM Debug Log, last 20 lines
Commands 08/17 08:45 (rlm) RLM License Server Version 12.3BL3

Copyright (C) 2006-2017, Reprise Software, Inc. Rll rights reserved.
Choose a command
from the list below 08/17 08:45 (rlm) License server started on MYSERVERHOST
08/17 08:45 (rlm) Server architecture: x64_wd

08/17 08:45 (rlm) License files:

08/17 08:45 (rlm) ci\rwlicserver\cadswes.lic

08/17 08:45 (rlm)

Shutd 08/17 08:45 (rlm) Using options file rlm.opt
utdown 08/17 08:45 (rlm) Web server starting on port 5054
Reread/Restart Servers 08/17 08:45 (rlm) Using TCP/IP port 5053
08/17 08:45 (rlm) ... adding UDB/IP port 5053
08/17 08:45 (rlm) Starting ISV server cadswes on port 57371
Switch Reportlog 08/17 08:45 (rlm) MNew thread created to watch ISV cadswes
New Reportlog
Switch Debuglog
Edit License Files

Activate License
B

BACK

RLM Manual...

System Info

About...

4. To display the debug log for the RiverWare license server, in the ISV Servers section, select cadswes
in the Debug Log column.

The screen displays the last 20 lines of the debug log.

RiverWare License Server Administration Guide 14



e
Reprise

SOFTWARE

Reprise License Server Administration

Copyright {c) 2006-2017, Reprise Software, Inc. All Rights Reserved.

Logins disabled
Recent Debug Log Entries

RLM )
Administration 15V cadswes Debug Log, last 20 lines
Commands 08/17 08:45 (cadswes) A
08/17 08:45 (cadswes) Server started on MYSERVERHOST (hostid:
disksn= ABC123  05052F_70_2E24EL 0C_000000_00.1) for:
Choose a command 08/17 08:45 (cadswes) riverware rlm_roam
from the list below 08/17 08:45 (cadswes)
08/17 08:45 (cadswes) License files:
S — 08/17 02:45 (cadswes) c:ihrwlicservericadswes.lic
08/17 08:45 (cadswes)
08/17 08:45 (cadswes) OUT: riverware v8.1 by rwlicadmin@ontario (RORMING
license)
Shutdown 08/17 08:45 (cadswes) COUT: riverwars v8.1 by rwlicadminfontario (RCAMING
Reread/Restart Servers license)

08/17 08:45 (cadswes) CUT: riverware v8.1 by rwlicadmin@ontario

Switch Reportlog

New Reportiog

Switch Debuglog

Edit License Files

Activate License

RLM Manual... BACK

System Info

About...

Administering the License Server as a
Service

RLM license server can be installed and run as a Windows service process. When administered this way,
the license server starts automatically at boot time and remains running as long as the server host is up.
The service can also be started manually without rebooting the host.

Note: Depending on access restrictions at your site, these procedures may require special
privileges to manage Windows services.

Note: Because the Windows Service Controller invokes services under a special user
account in a special default directory, you must always enter full paths when configuring the
license server service.

Install the RLM Service

Use this procedure to install the RLM license server as a Windows service on the license server host. The
service remains installed until it is explicitly deleted as a service.

1. Log in to the license server host.

2. On the license server host, open a Command Prompt window and change to the license server folder.
For example:

c:\rwlicserver\
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3. Install the service using the following command. See rlm Command Syntax on page 7 for details.

rim -install_service -service_name name -C license_certificate file -d1og log file
4. Do either of the following to start the service:

- Reboot the license server host. The service will start automatically. See Display the Status of the
RLM Service on page 17 to verify successful initiation.

- Start the service manually; see Start the RLM Service Manually on page 16 for details.

Example 4. License server service installation

Install the service with the name “rwlicserv”’; embedded web server uses default port.

icserver

rwice -service_name rwlicserv -c c:\rwlicserveri\cadswes.lic

:Zvrwlicserver\cadswes.lic

Start the RLM Service Manually

Use this procedure to start the RiverWare license server service manually on the license server host. Once
the service is started, it will remain running until it is manually stopped or the license server host is shut
down. The service will restart automatically whenever the license server host is rebooted.

1. Log in to the license server host.

2. In the Windows menu, select Start, then Control Panel, then Administrative Tools, then Services.
3. In the Services (Local) list, select the installed RiverWare license service.

4. Select Start Service.

The service starts in the background. The Status column on the page displays “Running”.
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4 Services - O X
File Action View Help

<?'f$||D'-;-e_;>IE| R* n o

% Services (Local) Mame Description  Status Startup Type  Log On As -
£} Routing and Remote Access  Offers routi.. Disabled Local Syste...
‘51 RPC Endpoint Mapper Resolves RP... Running  Automatic Metwork 5...

Gk RunSwUSE Running  Automatic Local Syste...

Reprise Lice... Automatic Local Syste...
Secondary Logon Enables star.. Running  Manual Local Syste..
‘) Secure Socket Tunneling Pr...  Providessu..  Running  Manual Local Service v
Extended )\Standard/

Display the Status of the RLM Service

Use this procedure to display the status of the RLM service. This procedure does not require special
privileges.

1. Open the Windows Task Manager.
2. Select the Services tab.
3. In the Services (Local) list, locate the RiverWare license service.

The Status column indicates whether it is Running or Stopped.

1) Task Manager — O b4
File Options View
Processes Performance App history Startup  Users  Details Services

=

Name PID Description Status Group "

. RtkAudicUniversalService 4168 Realtek Audio Universal Service Running

S RunSwlSB 4148 RunSwU5B Running

Lo rwlicsery rwlicserv Stopped

G SamSs m2 Security Accounts Manager Running

S SCardSvr Smart Card Stopped LocalServiceA... v
Fewer details | 5 Open Services

Stop the RLM Service

Use this procedure to stop the RLM service gracefully on the license server host. You must perform this
procedure before deleting the service.

1. Log in to the license server host.

2. In the Windows menu, select Start, then Control Panel, then Administrative Tools, then Services.

3. In the Services (Local) list, select the installed RiverWare license service.
4. Select Stop Service.

The service is stopped.

RiverWare License Server Administration Guide
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4 Services - O X
File Action View Help

&= | E Q= HE D[E]u »

£ Services (Local) MName Description Status Startup Type Log On As &
£} Routing and Remote Access  Offers routi.. Disabled Local Syste...
‘51 RPC Endpoint Mapper Resolves RP... Running  Automatic Metwork 5...
Gk RunSwUSE Running  Automatic Local Syste...
Reprise Lice... Running  Automatic Local Syste...
‘5 Secondary Logon Enables star.. Running  Manual Local Syste..
‘) Secure Socket Tunneling Pr...  Providessu..  Running  Manual Local Service w

Extended )\Standard /

Delete the RLM Service

Use this procedure to delete the RLM service. This procedure must be performed from a Command
Prompt window.

Note: Before performing this procedure, you must stop the RLM service; see Stop the RLM
Service on page 17 for details.

Note: Deleting RLM service only deletes it from the Windows services database; it does not
delete the RLM executable or associated license files.

1. Open a Command Prompt window.
2. Change to the license server directory.

3. Delete the service using the following command. See rlm Command Syntax on page 7 for details.

rim -delete_service -service_name name

The service is deleted from the Task Manager Processes and Services tabs. It is removed the Services
tool (you may need to close and reopen the tool to see this update).

Example 5. License server service deletion
>rlm -delete_service -service_name rwlicserv

Shutting Down the License Server

Use the following sequence to shut down the license server gracefully.
1. Shut down the RiverWare license server, using one of the following procedures:
— Shut Down the RiverWare License Server From the RLM Administration Tools, below

- Shut Down the RiverWare License Server From a Command Prompt Window, page 21

2. Shut down the RLM license manager; see Shut Down the RLM License Server on page 22.

Shut Down the RiverWare License Server From the RLM
Administration Tools

Use this procedure to shut down the cadswes license server from any computer on the network using the
RLM Administration tools.
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Note: This procedure shuts down the RiverWare license server (cadswes) only. To shut down
the RLM license server, see Shut Down the RLM License Server on page 22.

1. Start the RLM Administration Tools; see Start the License Server Administration Tools on page 8 for
details.

2. In the menu bar, select Shutdown.
The Shutdown License Server page is displayed.

3. In the ISV menu, select cadswes.

Caution: The default menu selection is -all-. If you leave the selection as is, all ISV servers
on this server host will be shut down.

‘:-
Reprise

SOFTWARE
Copyright {c) 2006-2017, Reprise Software, Inc. All Rights Reserved.

Reprise License Server Administration

Logins disabled

Shutdown License Server

RLM
Administration If ISV is specified as "all" or blank, all ISV servers will be shutdown. Note that you cannot shut down rim (the process
Commands running this webserver) with this command.

Choose a command
from the list below 18V

Status

SHUT| IGELERGE]

Shutdown

Reread/Restart Servers

Switch Reportlog
New Reportlog
Switch Debuglog
Edit License Files

4. Select SHUT DOWN SERVER.
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.
Reprise

SOFTWARE

Reprise License Server Administration

Copyright (c) 2006-2017, Reprise Software, Inc. All Rights Reserved.

Logins disabled
Shutdown License Server

RLM
Administration If ISV is specified as "all" or blank, all ISV servers will be shutdown. Note that you cannot shut down rim (the process
Commands running this webserver) with this command.

Choose a command

from the list bel
rom the list below 18v: | cadswes v |

| Status |

[ SHUT DOWN SER‘JER,L\H
| Shutdown |

| Reread/Restart Servers |

Switch Reportiog

New Reportlog
Switch Debuglog

Edit License Files

The following message is displayed and the license server is shut down immediately—there is no
confirmation.

Shutdown message sent for cadswes

The following messages are added to the server log.

07/31 13:04 (cadswes) Shutdown request by webuser@myserverhost.myorg.com
07/31 12:52 (r1m) cadswes - SHUTDOWN

5. In the menu bar, select Status to display the updated status.

The Server Status for the cadswes server is “Server Down”.

RiverWare License Server Administration Guide
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.
Reprise

SOFTWARE

Reprise License Server Administration

Copyright (c) 2006-2017, Reprise Software, Inc. All Rights Reserved.

Logins disabled

Status for "rim" on MYSERVERHOST (port 5053)

RLM
Administration
Commands RLM software version v12.3 (build:3)
RLM comm version w12

Choose a command
from the list below

debug log file cirwlicservenStartup1.log

license files cirwlicservericadswes. lic
Status
rim Statistics| Since Start | Since Midnight Recent
Shutdown Starttime |07/31 12:30:00 [ 07/31 12:30:10 | 07131 13:00:39
Reread/Restart Servers Messages 0 (O/sec) 0 (Disec) 0 (Ofsec)
Connections 0 (Oisec) 0 (0isec) 0 (O/sec)
Switch Reportlog
New Reportlog EDIT rlm Options
Switch Debuglog SHOW rlm Debug Log
Edit License Files
1SV
Servers
| CEITTBLEIED | . Server | License | Debug
Name port |Running | Restarts Status | Usage Log REREAD OPTIONS | TRANSFER | SHUTDOWWN | ACTIVATE
| Diagnostics | cadswes | 50734 Na 0 Server | Server | Server TS Server Server Server Server
Down | Down | Down Down Down Down Down
RLM Manual...
System Info
About...

Shut Down the RiverWare License Server From a Command

Prompt Window

Use this procedure to shut down the cadswes license server from a Command Prompt window. This
procedure must be performed on the license server host by the same user that started the server.

1. Log in to the license server host as the same user that started the server .

2. Open a Command Prompt window and change to the license server folder.

3. Enter the following command to perform the shutdown. Confirm the shutdown when prompted.

rimutil rimdown cadswes

Example 6. cadswes license server shutdown

>cd c:\rwlicserver
>rImutil rimdown cadswes
rimutil v12.3

Copyright (C) 2006-2017, Reprise Software, Inc.

shutting down cadswes - are you sure? [y/n]: vy

>

RiverWare License Server Administration Guide
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Shut Down the RLM License Server

Use this procedure to shut down the RLM license server. This procedure also shuts down the RiverWare
license server if it is still running. This procedure does not require Windows Administrator privileges.

Note: This procedure must be done from a Command Prompt window.
1. Log in to the license server host.

2. Open a Command Prompt window and change to the license server folder. For example:
cd c:\rwlicserver
3. Shut down the RLM license server using the following command. Confirm the shutdown when
prompted.
rimutil rimdown RLM
Note: “RLM” must be in all capital letters.

Example 7. Example RLM license server shutdown
>cd c:\rwlicserver
>rimutil rimdown RLM

rimutil v12.3
Copyright (C) 2006-2017, Reprise Software, Inc. All rights reserved.

shutting down RLM - are you sure? [y/n]: vy

>

The following messages are added to the license server log file.

07/31 14:52 (cadswes) Shutdown request by user@myserverhost
07/31 14:52 (r1m) shutdown request by user@myserverhost

07/31 14:52 (r1m) Sending shutdown msg to cadswes (pid: 10748)
07/31 14:52 (r1m) cadswes - SHUTDOWN

07/31 14:52 (r1m) Shutting down rlm

Floating and Roaming License Operations

This section summarizes RiverWare license operations for license server administrators. See the
RiverWare Installation and License User’s Guide for usage details.

How RiverWare Obtains and Retains a Floating License

When a user starts RiverWare on a client computer, RiverWare contacts the license server on the network
and requests a floating license. If the client’s RiverWare license is valid and a floating license is available
in the pool, the RiverWare license server issues a license for use on the client computer.

While RiverWare is running, it periodically contacts the license server to verify the license is still valid.
If RiverWare is not able to validate the license, it assumes the license has been lost and requests a new
one. If RiverWare is not able to obtain a new license, it must shut down.

RiverWare does not validate a license during a simulation run, but once the simulation finishes, it
performs the validation check within two minutes. See the RiverWare Installation and License User’s
Guide for details on this process.
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How Roaming Licenses Work

A roaming license is a special instance of a floating license that allows a user to run RiverWare on a
computer that is disconnected from the network. Checking out a roaming license reduces the number of
licenses available in the license pool by one. The license server tracks the users and time periods for all
roaming licenses.

To request a roaming license, the user must create the RLM_ROAM user environment variable on their
computer and set the value equal to the number of days the license can be used, up to a maximum of 30.
To check out the license, the user’s computer must be connected to the network so it can contact the
license server.

Once the roaming license is checked out and the client computer is disconnected from the network, the
license behaves as a node-locked, uncounted license on the disconnected computer, allowing the user to
run an unlimited number of RiverWare sessions on that computer. The license is valid until midnight of
the last day of the roaming period.

It is recommended that users delete the RLM_ROAM user environment variable from their computers
after checking out a roaming license. This is because the roaming period could be extended inadvertently
if the value of the RLM_ROAM variable is increased and the computer is reconnected to the network.
Deleting the variable ensures the roaming end date remains as originally defined.

The roaming license is automatically checked in to the license pool at the end of the roaming period, even
if the client computer is not connected to the network. Optionally, the license can be checked in early by
the user.

If your organization’s license certificate expires before the roaming license is checked in to the license
pool, the roaming license expires on the same day as the license certificate.
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